


Estado Libre Asociado de Puerto Rico
§ Departamento del Trabajo y Recursos Humanos
IS Oficina de Computos y Sistemas

Hoja de Solicitud de Accesos a Sistemas

Informacion de Usuario:

Apellidos: Puesto:

Nombre: Division:
Inicial: Oficina:

Teléfono: Piso:

(Empleado DTRH? 1 SI [ NO - Nombre de la Compaiiia

Fecha de la Solicitud:

Accion Requerida:

I~ Usuario Nuewo I™ Modificar Usuario I Eliminar Usuario

Tipo de Acceso:

[ Acceso a la Red (LAN) I Acceso a Saben I Cuadro Teléfonico
™ Outlook [ DL I Extencion
™ Intemet I~ Contribuciones Nivel de Acceso
I™ Prifas [~ Area Metro

[T Acceso a Interempleo [~ Area Metro / Isla
™ # Station/desk asignado: I~ Area Metro / Isla/ EEUU

_ TTNAL I~ MUNIS I~ Area Metro / Isla / EEUU / Intemacional
Justificacion.

Entiendo y estoy de acuerdo que las cuentas de acceso son confidenciales e intransferibles, en
utilizarlas para las tareas asignadas y con las normas establecidas segun la Politica General de
Administracién de Sistemas de Informacién vigente.

Firma del Empleado: Fecha:

Aprobado por:

Nombre del Supervisor: Fecha:
Firma:
Para uso de Administracion: NO ESCRIBA NADA AQUI
Red Saben Interempleo Otros Cuadro Teléfonico
Username: Userld: User: Munis: Cddigo:
Password: Password: Password: Nal:
Email:
Solicitud ™ Aprobada " Denegada
Comentario:
APROBADA POR: Fecha:
PROCESADO POR: Fecha:

Rev. 4/23/2009
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Introduction

The EVERTEC security team focused in the implementation of a new security
network infrastructure takes the initiative to realize, as a first step, a network
discovery. The intention of this network discovery is to capture and inform the

actual network infrastructure (IT Assets) of DOL and its different status.

This document will introduce a security implementation recommendation based on

the best security practices. All recommendations that are in place could be ignored.

Data Collected

Main Building

Six Floor Network Discovery
Switches
LAN

Seven and Eight Floor Network Discovery
Switches
LAN
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Nine, Ten and Eleven Floors Network Discovery

Switches
LAN

Twelve Floor Network Discovery
Switches
LAN

Fourteen Floor Network Discovery
Switches
LAN

Fifthteen, Sixteen and Seventeen Floors Network Discovery
Switches
LAN

Eighteen Floor Network Discovery
LAN

Twenty One Floor Building Network Discovery
Switches
LAN

Main Core Switches

Main Switches
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Main Routers

Router

Router to ADT

Router to EVERTEC

WAN Communication Cloud

Coamo Regional Office
WAN
LAN

Fajardo Regional Office
WAN
LAN

Manati Regional Office
WAN
LAN

M
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Caguas Regional Office
WAN
LAN

Guayama Regional Office
WAN
LAN

San German Regional Office
WAN
LAN

Vieques Regional Office
WAN
LAN

Humacao Regional Office
WAN
LAN

Arecibo Regional Office
WAN
LAN
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Carolina Regional Office
WAN
LAN

Mayaguez Regional Office
WAN
LAN

Aguadilla Regibnal Office
WAN |
LAN

Ponce Regional Office
WAN
LAN

Bayamon Regional Office
WAN
LAN

Real Hermanos Regional Office
WAN
LAN
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Anejo DOL Central
WAN
LAN (172.16.104.1) .
LAN (192.168.104.1)

EBT to DOL 3M
WAN
LAN

EBT to DOL CU
WAN
LAN

Recommendations

These recommendations are based in the best security practices and network

segregations.

Implementation of Network Security Segregation:

The EVERTEC security team suggests DOL to implement network security
segregation between the IT Assets (servers) and the clients (workstations). The
easiest and safest way to implement this consideration is creating three new

network segments and maintaining the actual Data Center networks. The Data

W
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Center Networks that will be maintained for the servers are, 172.16.6.0/24 and
146.146.0.0/16, and will be protected in a security zone (DMZ) behind the new

Cisco Adaptive Security Appliance infrastructure. The three new separate
networks will be as followed; the first one will be for the servers, workstations and
network administrators; the second one for the programmers; and the third one for
data entries. This type of network segmentation permits access controls granularity
such as programmers having access only to the applications and development
environments without obtaining directly access to the Microsoft Domains
Controllers or to the Exchange Mail Console. And more important controlling and
preventing the data entries and all DOL networks in the whole island to connect

indiscriminately to the IT technology assets.

Implementation of Full Content and Control of Network Traffic:

The EVERTEC security team suggests DOL to implement the acquisition of the
Cisco Content and Control Security Services Module (CSC-SSM). This security
module will permit DOL Security Administrator to upscale their security controls
and data content verification before entrance to the DOL networks and also before

sent it to DOL customers, partners or government peers.

This upscale should be implemented using eight security technologies included in
the new security infrastructure; Antivirus Perimeter Gateway, Anti-Spyware
Security Gateway, Anti-Spam Security Gateway, Anti-Phishing Protection, Real-
Time Protection for Web Access, Mail and File Transfers Controls, URL Filtering
Capability and E-Mail Content.
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Antivirus Antivirus gateway teéhnology shields internal network
resources from virus attacks at the most effective point in
your i nfrastructure, the I nternet g ateway. C leaning e -fnail
and Internet web traffic at the perimeter helps ensures
business continuity and eliminates the need for resource

intensive malware infection clean-ups.

Anti-Spyware Blocks spyware from entering the network through Internet
web and e-mail traffic. Frees up IT support resources from
costly spyware removal procedures and improves employee

productivity by blocking spyware at the gateway.

Anti-Spam Effectively blocks spam with extremely low false positives,
helping to maintain the effectiveness of e-mail
communications, so contact with customers, vendors, and

partners continues uninterrupted and without distraction.

Anti-Phishing Protection against spoofed identity and sourcing guards
against phishing attacks thereby preventing employees from

inadvertently disclosing company or personal details.

Real-Time Even if company e-mail is already protected, many
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Protection
for Web

Access,

Mail and |File

Transfers

Full
Filtering
Capability

E-Mail
Filtering

Content

employees will access their own private Webmail from
company PCs or laptops introducing another entry point for
Internet-borne  threats. Employees may also directly
download programs or files that may be contaminated.
Real-time protection of all Web traffic at the Internet

gateway greatly reduces this often-overlooked point of

vulnerability.

URL filtering can be used to control employee Internet
usage by blocking access to inappropriate or non-work-
related websites, thereby improving employee productivity
and limiting the risk of legal action being taken by

employees exposed to offensive Web content.

E-mail filtering minimizes legal liability due to exposure to
offensive material transferred by e-mail and enforces
regulatory compliance, helping organizations meet the
requirements of legislation such as Graham Leach Bliley

and the Data Protection Act.

Implementation of Administrator and Root Account Password Vault:

The EVERTEC security team suggests DOL to implement a password vault with

high end encryption for t he management of administrator, root and application

administration accounts (known as Service Accounts). DOL should define a
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request procedure with prior employee’s management approval for access to the

password vault. The access should be defined by the roles of DOL administration

profiles such as UNIX administrators, Microsoft Domain Admins, Application

Admins, etc. This request should be monitored for privilege changes and

justifications of it.

Account password before vault usage should be address by immediately changed

and vaulted.

Implementation of Administrator and Root Account Usage and Change
Monitoring:

The EVERTEC security team suggests DOL to implement the monitoring of usage
and changes made by the administrator, root or service accounts. DOL should
implement security software that capture and classify the events in order by
security criticality. This type of software will deliver notification of non authorized

changes by the administrators and will consolidate the evidence of action and

correlation of events in a centralized console.

e e ee—ere————————————]
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Implementation of a Patch Management Procedure:

The EVERTEC security team suggests DOL to implement a Patch Management
Procedure assurance the control of emergency patch notification and
implementation; and the continuity of a healthy patch program. This procedure will

prevent DOL for exploit of malicious codes and worms knowing by the operating

system manufactures.

For this procedure to be accurate DOL Administrators should be registered to
operating system (OS) and application security advisories notifications. All
security notification should be evaluated by the OS administrator; if is consider or
classified as critical or high impact, it should be implemented in fast track
procedures; the mediums and low can be integrated the basic patch management

procedure. It is important to maintained track of patch implementation.

Implementation of IT Assets Health Monitoring:

The EVERTEC security team suggests DOL to implement few protocols such as
SNMP with a non known community string. This community string should not be
the same one betweens the networking devices, servers and printers or
Photocopies. The network administrator should implement a centralized
management console for statistics and reports. This repots should be compare in a

monthly basis for capacity planning.
Other important consideration should be the maintenance of the Microsoft Active

Directory Replication, Domain Controller Priority Scheme and DNS health.

m
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Intemet Cloud

Spam Control Appliance Role:

1. Work as inbound Mail Gateway

2. Fiter all Spam M (capable detection)

3. Remwve vinus thieats and spyware {capable detection
4. Provide flexibility in management for different domains.

5. Provide content filtering options by domains or recipient.

6. Provide logging and reporting tools.
7. Provide different level of management (not available at
the moment).

Intemet Router Firewall Appliance

Miramar Infrastruciure Logical Model

Spam Control Appliance #1
SMTPFILTER1.RIG.GOBIERNO.PR
Public = 64.185.222.175

Spam Contro! Appliance #2
SMTPFILTER3 RIG.GOBIERNO.PR

DNS 1 DNS 2
P = 64.185.205219  IP =64.185.205.210

Public IP = 64.185.222.176

Spam Control Appliance #3
SMTPFILTER2.RIG.GOBIERNO.PR
Public IP = 64.185.222.177

Firewall
Appliance

Back Bone Router

DNS Records Requirements:
Zone:

rig.goblerno.pr

A Host SMTPFILTER1 = B4,185.222.175
A Host SMTPFILTERS = 64.185.222.176
A Host: SMTPFILTER2 = 64.185.222.177

Agency Zone #1:

Agency#1.gobierno.pr

MX1 = SMTPFILTER1.rig.gobierno.pr = 64.185.222.175
MX2 = SMTPFILTER3.rig.gobiemo._pr = 64.185.222.176
MX3 = SMTPFILTER2.1ig.gobierno.pr = £4.185.222.177

Agency Zone #2:

Agency#2.gobiemo.pr

MX1 = SMTPFILTERY.rig.gobierno.pr = 64.185.222.175
MX2 = SMTPFILTERS.rig.gobierno.pr = 64.185.222.176
MX2 = SMTPFILTERZ.rig.gobierno. pr = 64.185.222.177

Agency 1 I

Agencies Requirements:

Firewall Rule:

Publishing Rule for SMTP Mail Server (Port 25) at
the agency must have an access list for the
following IP's=

1.64,185222 175

2.64.185222.176

3.64.185,222.177

Purpose:

Only the Sparn Control Appliances will have TCP
session authorized to the inbound access mail
publishing rule (tcp port 25) at the Agency.

Government Internet Back Bone Network Cloud

Firewall Server

Firewall Appliance

PC Client
Firewal Seiver

Or
Firewall Appliance

e
Directory Server Mail Server

Al

{=Jr-



Mail Flow F=om The Internet to The Anti-Sram Solution

Message Send from the Intemet:

Mall from: test@@yahoo.com

Rept to: test@agency!.gobiemo.pr

MX1 = smipfitert sig gobiemo pr=64.185222175

MX2 = smipferd rig. goblemo pr = 54 185222 176
MX3 = smipfiterZ 1ig.gobiemo pr = 64.185222 177

Core

|

Yahoo Mail Server
Sender = test@yahoo.com

Miramar Infrastructure Logical Model

DNS 1

Spam Control Appliance #1
Public = 64.185.222.175

fnbound Message

[ wbouna Messal>>

Core Swithch

interet Router Firewall Appliance

Spam Control Appliance #3
Public IP = 64.185.222.176

DNS 2
P=64.185205.219 |IP =64.185.205.210

Back Borje Intemet Router

Spam Control pplianoe #2
Public IP =64.185.222.177

Inbound Message

Govemment Internet Back Bone Network Cloud

Agency 2

PC Client

Frewall Saiver

Or
Firewall Appliance

Firewall Server

O
Firewal Applance

Direetory Surver Ml Server

Directory Server Mail Server







GOBIERNO DE PUERTO RICO

4 de febrero de 2010

Sra. Alba Maldonado Colon
Directora, Oficina de Auditoria intema

CERTIFICACION DE LOCALIZACION DE RESGUARDOS

Saludos. Por la presente le certifico que la Oficina de Computos y Sistemas mantiene un
resguardo (backup) de los servidores locales en facilidades extemas al edificio del DTRH.
Diariamente se realiza un resguardo diario que se retira todos los viemes mediante maleta
insulada y lo localiza en las facilidades del nodo de sistemas del edifico del Negociado de
Seguridad de Empleo ubicado en el segundo piso.

Esta area es restringida a personal ajeno al area de sistemas y dicho gabinete de resguardo
es bajo llave de ia cual existen 2 copias. Una a cargo del técnico a cargo de los resguardos y
otra en [a oficina del Director de Sistemas.

Esta area esta disponible para su revision o por la oficina del OCPR. Para cualquier duda o
informacion adicional favor de comunicarse con este servidor.

i G. Do

SK. José A. Rios
Director
Oficina de Coémputos y Sistemas
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PRODUCTO

ISA SERVER 2006 STANDAR EDITION
EXCHANGE SERVER 2007 STD. EDITION
EXCHANGE SERVER 2007 ENT. EDITION
EXCHANGE SERVER 2004 STD EDITION

OFFICE PROFESSIONAL PLUS 2007
WINDOWS VISTA UPGR/ SP1
WINDOWS SERVER 2008 STD. 64 BIT
PROJECT SERVER 2007
SHAREPOINT DESIGNER 2007
VISIO PROFESSIONAL 2007
SYSTEM CENTER OPERATION MANAGER 2007/ SP1
SQL SERVER 2008 ENT (32 & 64 BIT)
SQL SERVER 2008 STD (32 & 64 BIT)
SHAREPOINT SERVER 2007
S.E.P VERSION 11.0 MR4
S.E.P CLIENTS VERSION 32 & 64 BIT
SYMANTEC MAIL SECURITY FOR EXCHANGE VER.6.0.7
SYMANTEC MAIL SECURITY FOR SMTP VER. BMF610
WINDOWS XP PROFESSIONAL
WINDOWS SRVR 2003 STD. ED. R2
WINDOWS SRVR 2003 ENT. ED R2
SQL SERVER ENTERPRISE EDITION 2005
SQL SERVER STANDARD EDITION 2005
MICROSOFT OPERATING MANAGER 2005

CANTIDAD DE LICENCIAS

(N

877
877

B NP PN

1
877 EST/ 30 SERV
1
1
877

= N R

LICENCIAS EN UTILIDAD

N/A
N/A

131
20
2
N/A
N/A
8
N/A
N/A
1
N/A
1
984EST / 58 SERV
1
1
1007
54

w

N/A



CANTIDAD DE DESKTOP: 1033 (SEGUN INVENTARIO SOLICITADOS A LAS OFICINAS).
CANTIDAD DE LAPTOP: 101 ( SEGUN INVENTARIOS)

SISTEMAS OPERATIVOS CANTIDAD

MICROSOFT WINDOWS 98 7
WINDOWS 2000 PROFESSIONAL 65
WINDOWS PROFESSIONAL XP SP1 1007

WINDOWS VISTA SP1 20

CANTIDAD

PROGRAMAS MICROSOFT OFFICE

MICROSOFT OFFICE 2000 299
MICROSOFT OFFICE 2003 738
MICROSOFT OFFICE 2007 107






HON MIGUEL ROMERO
SECRETARIO

4 de mayo de 2010

Sr. José Rios
Director
Oficina de Cémputos y Sistemas

o D Orerre 5Cilio

- Lecda. Elvira Cancio

Subsecretaria
Os,\%dﬂ uzman Lépez

Secretario Auxiliar de
Asuntos Gerenciales

RECOMENDACION OFICINA DEL CONTRALOR

Respondemos a su comunicacion enviada el 14 de abril de 2010, donde presenta situacion
que sefiald la Oficina del Contralor de Puerto Rico durante la auditoria TI-10-02. El
sefialamiento encontrado basa en que la Oficina de Cémputos y Sistemas como ente
administrador y auditor de todos los sistemas de informacién de la agencia no debe estar
bajo la supervisiéon de Negociado o Secretaria Auxiliar.

Como parte de la Reorganizacion del Departamento del Trabajo y Recursos Humanos
(DTRH) en el nuevo esquema realizado, la Oficina de Cémputos y Sistemas estara como
Divisién independiente y respondera a la Oficina del Secretario del Trabajo. El cambio
establecido esta sujeto a la aprobacién de la Oficina de Gerencia y Presupuesto. Cualquier

informacién adicional comunicarse a la Secretaria Auxiliar de Asuntos Gerenciales al 787-
754-5897.

SECRETARfA AUXILIAR DE ASUNTOS GERENCIALES

COBIEFRNG DE PUERTO RICO 505 Avenida Mufioz Rivera Edificio Prudencio Rivers Martinez, Piso 14, Hato Rey, Puerto Rico 00918
DEPARTAMENTO DEL TRABAJO Y RECURSOS HUMANOS PO Box 195540, San juan, Puerto Rico 00919-5540 | T 787.754 5353 EXY 2701 6 2702 F 787 296 U974



