HON. MIGUEL ROMERO
SECRETARIO

31 de marzo de 2011

Sra. Lourdes Diaz Valcarcel
Directora

Division de Auditorias de
Tecnologia de informacién

Oficina del Contralor de Puerto Rico
San Juan, Puerto Rico

INFORME COMPLEMENTARIO AL PLAN DE ACCION CORRECTIVA (ICP-2),
INFORME DE AUDITORIA Ti-10-02

Estimada sefiora Diaz Valcarcel:

Incluimos el informe Complementario al Plan de Accién Correctiva (ICP-2) correspondiente al
Informe de Auditoria TI-10-02 del 17 de julio de 2009, sobre las operaciones del Centro de
Computos y Sistemas de Informacién del Departamento del Trabajo y Recursos Humanos.

Para informacién adicional, puede comunicarse con la Sra. Alba I. Maldonado Colén, Directora
Ejecutiva de la Oficina de Auditoria Intena y Fiscalizacion a los teléfonos
787-754-5398 6 787-754-5789.

Nos reiteramos en nuestro compromiso de colaborar en los procesos que realiza su Oficina para
mejorar la fiscalizacién y administracion de la propiedad y de los fondos publicos.

Cordialrpente,

Miguel Romero

Anejos

¢ Hon. Carlos J. Torres Torres
Presidente

Comisién Conjunta sobre
Informes Especiales del Contralor
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OFICINA DEL SECRETARIO ANIVERSARIO

GOBIERNO DE PUERTO RICO ! AvenidaMufiozRivera #505, Piso 21, Edificlo Prudencio Rivera Martinez, Hato Rey, Puerto Rico 00918
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DFHCE3546 Your signon userid has been revoked.

Eil sistema SABEN, revoca las claves de acceso

e Luego de dos semanas de inactividad
e Cuando no hay actividad por un periodo largo de uso
¢ Cuando se sale incorrectamente

Signon is terminated.
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Default Domain Policy
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file:/!/D:/FILES/DTRH/Duh_Default Domain Policy litm

Default Domain Policy }
Ea!a chéaed on U207 T 094159
Genera
Details
Oomain dirh gov pr
Owner DTRI4_DOMAINDomain Admins
Created 26/03/2000 02:46:10pm
Modified 28/01/2011 01:53:00 pm
User Reuvisions 20 (AD). 20 (sysvol)
Computer Revisions 137 (AD). 137 (sysvol)
Unique 1D {ATF 1AF87-B200-4E8C-8786-7FGESEADAIFE)
GPO Status Enabled
Links
Location Enforced Link Status Path
dirh No Enabled dtrh gov pr

This list only includes links in 1he domain of the GPO

Security Filtering

The seltings in this GPO can only apply to the following groups. users, and computers:

Name

DTRH_DOMAINDomain Admins
DTRH_DOMAIN\Domain Users
DTRH_DOMAINEnterprise Admins
NT AUTHORITAuhenticated Users

WM! Filtering
WMI Filter Name None
Description Not applicable

Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
DTRH_DOMAINDomain Admins Edit seltings. delete. modify security No
DTRH_DOMAIN\Domain Users Read (from Security Fillering}) No
DTRH_DOMAIN\Enterprise Admins Edit settings. delete. modify secusity No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORIT\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITNSYSTEM Edit settings. delete. modily security No

Computer Configuration (Enabled)
Policies
Windows Settings
Securily Settings
Account Policies/Password Policy

Palicy Setting
Enforce password history S passwords remembered
Maximum password age 90 days
Minimum password age 0 days
Minimum password length 7 characlers
Password must meet complexity requirements Enabled

Account Policies/Account Lockout Policy

3/1/2011 9:51 AM



Default Gomain Policy
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file:///D:/FILES/DTRH/Dtrh_Default Domain Policy htm

Policy
Account lockout threshold

Setting
0 invalid logon attempts

Account Policies/Kerberos Policy

Audit account management
Audil direclory sarvice access
Audit logon events

Audit object access

Audit policy change

Audh privilege use

Audi process tracking

Audit system events

Policy Setting
Enforce user kogon restrictions Enabled
Maximum lifetime for service ticket 600 minutes
Maximum lifetime lor user ticket 10 hours
Maximum iifetime for user ticket renewal 7 days
Maximum tolerance for computer clock synchronization 5 minutes
Local Policies/Audit Policy
Policy Setting
Audit account logon events Failure

Success. Failure
Success. Failure
Failure

Succass. Failure
Succass. Failure
Success. Failure
Success, Failyre
Success. Failure

Local Policies/User Rights Assignment

Policy
Force shutdown fiom a remole system

Manage auditing and secunty log

Setting

BUILTINVAdministrators. DTRH_DOMAINAdrninistrator.
OTRH_DOMAIN\Domain Admins

DTRH_DOMAINEXchange Enterprise Servers. DTRH_DOMAINE»
Domain Servers, DTRH_DOMAIN\CLUSTERADMIN. BUILTIMAdm

Locsl Policies/Security Options

Intesactive Logon

Policy
Interactive logon: Message text for users atiempting 10 fog on

Interactive fogon: Message title for users attempting 10 log on

Setting o

Los equipos computadorizados. los servicios asociados. lanto exterr
inlemos. &l sistema de comespondencia electronica (emal). la intran:
acceso a Internel. los documentos y programas que existen en las i
propiedad del Depanamento del Trabajo y Recursos Humanos de! C
Puerio Rico . S6lo podran Utilizarse para propésitos ficiios. prudente
responsables y dentro de las {unciones o poderes de esta Agencia
razén, el mismo puede ser inspeccionado y/o moniioreado por cualq
o representante de la agencia. con o sin notificacion previa . La utiliz
operacién inapropiada o negligente del equipo de computadoras pus
lugar a acciones discipinarias

“DTRH Témninos y Condiciones de Uso”

Network Security

Policy Setting

Network securily: Force logoff when togon hours expice Enabled
Event Log

Policy Setting

Retention method for application log As needed

Retention method for security log As needed

Retention method for system log As needed
Public Key Policies/Centificate Services Client - Aulo-Enrollment Setlings

Policy Setting

Automatic certilicate management Enabled

3/1/2011 9:51 AM
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Qption Setting

Enroll new centificales, renew expired certificates. process pending cenificale Disabiled
requests and iemove revoked cerificates

Updale and nianage certificates that use cenificate iemplates from Active Disabled
Directory

Public Key Policies/Trusied Root Certilication Authorities

Properties
Policy Setting
Aliow users 10 select new root certification authorities (CAs) 10 trust Enabled
Client compuiers can trust the foliowing centificate stores Third-Party Root Certification Authorities and Entemprise Root Cenl

Authorities

To perform certificate-based authentication of users and compulers. CAs must Registered in Active Directory only
meet the following criteria

User Configuration (Enabled)

Policies

Windows Settings

Internet Explorer Maintenance

Browser User Interface/Customized Title Bar

Title Bar Text
Depanamento Del Trabajo De PR

Gonnection/Automatic Browser Configuration

Policy Setting
Automatically detect configuration sellings Disabled
Automatic Browser Configuration Not configured

Connection/Proxy Settings

Enable proxy settings
Protocol Server Port
HTTP dirhisa2kd dirh govpr 80
Secure dtrhisa2k4 dtrh gov pr 80
FTP dirhisa2kd dirh govpr 80
Gopher dirhisa2k4 durh gov pr 80
Socks dithisa2kd dirh gov pr 80

Exceptions: Do not use proxy server for addresses beginning

with
Do not use proxy server for local (intranet) addresses Enabled

Administrative Templates

Policy definitions {ADMX files) retrieved from the local machine

Windows Components/iniernet Explorer/lntemet Control PaneAdvanced Page

Policy Setting Comment
Empty Temporary Intemnet Files folder when browser  Enabled
is closed

LWIndows Components/Windows Update

Policy Setting Comment
Do not display install Updates and Shut Down' Enabled
option in Shut Down Windows dialog box

Jof3 3/1/2011 9:51 AM
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DEPARTAMENTO DEL TRABAJC FECHA: 02-25-11
DECLARACION TRIMESTRAL DE SALARIOS USUARIO: /YLR
PAGADOS A CADA EMPLEADO
PANTALLA PARA LUIR SALARIOS

PATRONO

01
02
03
04
05
06
07
08
09
10
11
12
13

PF1=SALIR DEL SISTEMA PF3=MENU PRINCIPAL PFS5=GRABAR REGISTRO ENTER=VALIDAR
WAGO
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